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1. OOmme cBegeHMs 0 NPOrPAMMHOM OOecriedeHHH

1.1 Hasuauenue CucremMsbl

Cucrema npeiHa3HaueHa I o0ecniedeHus coopa, 00paboTKH, OTOOpaKEeHUs, XpaHEHUsI, aHATN3a
U pacrpoCTpaHEHHs MPOCTPAHCTBEHHBIX JAHHBIX M CBS3aHHOW ¢ HUMH HH(OpMmanuu o6 oObeKTax.
CucreMa MOXET MPUMEHATHCS 1l 3GGEKTUBHOTO PEHICHUS 3a]au MHBEHTApU3aIlMd U YIPABJICHHS
TEPPUTOPUATBHO PACIIPENETICHHBIMU O0BEKTAMHU.

Cucrema o00eCHeUMBACT BBINOJHEHHE CIICAYIONUX (DYHKIMI: XpaHEHUE, HMIIOPT, 3KCIOPT
MPOCTPAHCTBEHHBIX [TAHHBIX; YIPaBICHUE KapTOrpadUueCKHUMHU CIOSMH; CO3JaHue, MyOauKaius U

YHOpaBJIC€HUEC IMMOJIB30BATCIIBCKUMU CIIOSAMH.

1.2 Onucanue PyHKIMOHAJBHBIX BO3MOKHOCTEI

Jna nonb3oBareneit Tepl IC npenocTaBinser cienyromnye (pyHKINOHAIBHBIE BO3MOXHOCTH:

- yIpaBJICHUS KapToii;

- YIpaBIICHHUS COJICPKAHUEM KapThI,

- BBIOOpa 00BEKTOB;

- U3MEPCHUS,

- IOMCKa ¥ IPOCMOTpa CBeAeHU 00 00BbeKTax;

- XpaHEHHUs, UMIIOPTA U SKCIOPTa MPOCTPAHCTBEHHBIX JAHHBIX U UX BU3yaIH3allUd B OKHE
KapThl;

- popMuUpOBaHUS CCBUIKU HA KaAPTY;

- CO3JIaHMs, YIPABICHUS U PEIAKTUPOBAHUS MOJTH30BATECIHCKUX CIOCB;

- popMUpOBaHUS OTUETOB U MEYaTH KAPTHI.

1.3 Ceenennsi 06 annapaTHbIX 1 NPOrPAMMHBIX CpPeACTBaX

Pa6ota Tepl IC obecnieunBaeTcs CleayOMMMH allapaTHBIMKU CPEICTBAMMU:
- cepBepaMu (BUPTyaJIbHBIMHU MalIMHAMHU);
— TEepCOHAJbHBIMU KOMIIbIOTEpAMU pab04YMX MECT MOJIb30BaTENEH;
— TeJeKOMMYHHUKAIlMOHHBIM 000pyAOBaHUEM, oOeclneuuBalomUM OOMEH JaHHBIMHU

MEX/y CeBepaMU U MEXJy cepBepaMH U paboyMMu MecTaMH.
1.4 Cgenenmns o cepBepax, o0ecrne4ynBaOIMX BbINOJHEHHE POrPaAMMBbI

MunuManbHas KoHQUrypamus cepepoB A pazsepToiBanust Tepl IC npuBeneHs! B Tabnuie:



Ne Poab IHHoanep:xkka KoJu-Bo sinep OneparuBHasi Onepanuonnas Xpanuiuiie, HaunmeHoBanue
BHPTYAJIU3ALNH npoueccopa, namsatb, I'b cucremMa I'b CEepPBHCOB
T
1 Cepsep na 4 8 oC 100 map_api;
npuIoKeHus 1 cemeticta Linux: admin_api;

CentOS, AstraLinux, layer_export_api;
RedOS, Ubuntu layer import_api

2 Cepsep na 4 8 oC 100 auth_api;

OPUIOXKEHUS 2 cemeiicta Linux: background_api;
CentOS, AstraLinux, CEepBHC
RedOS, Ubuntu KOIIMPOBAHUS
(geowebcache)

3 Cepsep b1 hitc} 4 8 oC 100 PostgreSQL
cemeiictBa Linux:
CentOS, AstraLinux,
RedOS, Ubuntu

4 I'1C ceprep 1 na 4 8 ocC 100 I'"C-cepBep
cemeiictBa Linux: (geoserver)
CentOS, AstraLinux,
RedOS, Ubuntu

5 I'1C cepsep 2 na 4 8 ocC 100 I'"C-cepBep
cemeiictBa Linux: (geoserver)

CentOS, AstraLinux,
RedOS, Ubuntu




1.5 Caenenns o0 nepcoHaJbLHBIX KOMIIBIOTEPaxX MOJb30BaTeei

TpeboBanus kK paboueMy MECTY MOJIb30BATEI:

orepalMoHHas CUCTeMa, MOJIepKUBaroIas padoty BA0-0paysepa;

BeO-Opaysep, momaepxkuBarommii Texaoinoru HTMLS u CSS 3.0 (pekomeHnmyercs
UCIIONIb30BaTh aKTyallbHble Bepcuu Opays3epoB Google Chrome, Yandex miam Mozilla

Firefox);
Haymuue cBo0o1HOM O3Y B COOTBETCTBHH ¢ TpeOOBaHUSIME BeO-Opay3epa;

HaJIM4Kre CBOOOHOTO AUCKOBOTO IPOCTPAHCTBA JIJIsl YCTAHOBKHU BeO-Opaysepa.

1.6 SI3pIkM mMporpaMMHpPOBaHMsl, HA KOTOPBIX HAMKCAHA NPOorpaMMa

SI3plkamu mporpammupoBaHus siBisitoTest: JavaScript; PL/pgSQL,; Java.

1.7 TpeOoBanus k kBanupuKauu aIMUHUCTPaTOpa

AJIMUHHUCTPATOP BBIMOIHAET ClIeAyIOmre QyHKIUH:

YCTaHOBKa, HaCTpOﬁKa 1 OOHOBJIEHHE OIICPAaIOHHBIX CUCTCM (CeMeﬁCTBa Linux u

Windows) Ha cepBepax u pabouux CTaHIUSAX;
YCTaHOBKA MPHUKJIATHOTO IPOTPAMMHOT0 OOCCIICUCHHUS;

CO3AaHueC, yaaJJCHUC, U3MCHCHUC U 6J'IOKI/Ip0BKa YUCTHBIX 3anucei HOJ'II:SOBaTeJ'Ief/'I,

Ha3HA4YCHHME NPaB JOCTYIIA U YIIPABJICHUE MMAPOJISIMU;

HACTpPOWKa U YIPaBJICHHUE CETEBBIMU CITyKOaMH;

YIIPaBJICHUE TUCKOBBIM IPOCTPAHCTBOM,;

aQHAJIN3 CUCTEMHBIX KYPHAJIOB JIJISl BBIABIICHUS IPOOJIEM U YIpo3 0€30MacHOCTH;

YCTaHOBKa OOHOBJICHUN OE€30ITaCHOCTH H I/ICHpaBHCHI/Iﬁ AJId ONICpallMOHHBIX CUCTEM U

CUCTCMHOI'O MTPOTPaMMHOTO O6CCHC‘-ICHI/IH;

pceaimsanua W OOAACPIKAHHUEC  ITOJUTHUK 663OH3.CHOCTI/I, BKJIrO4as HaCTpOﬁKy
6paH;[May3p0B, AHTUBUPYCHOI'O IMPOrpaMMHOI'0 06CCHequI/I${, CHUCTEM O6Hapy)KCHI/I}I

BTOp)KCHI/Iﬁ U IPpYyTuX CPpEACTB 3aIUTHI,
MNOAACPIKAHUC pa60TOCHOCO6HOCTI/I TCXHUYCCKUX CPCACTB,

HACTpOIiKa U KOHPUTypHUPOBAHNE CUCTEMHBIX TPOTPAMMHBIX CPEJICTB.
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2 ToaroroBka k padore

2.1 ApxuTeKTypa peuieHust

Apxurekrypnas cxema Tepl C npencraBnena Ha pucyHke (Pucynok 1).
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3 YcraHOBKAa NPOrpaMMHBIX KOMIIOHEHT

CocraB guctpulyTuBa:

1)
2)
3)
4)
5)
6)
7)
8)
9)

geoserver.tar - obpas ruc-cepsepa,

geowebcache.tar - o6pa3 cepBuca a1t paboThI C TallIaMHu;
admin_api.tar - oopa3 cepsuca API agmuHHCTpHpPOBaHUS;

auth_api.tar - o6pa3 cepBrca ayTeHTH()UKAIUH;

background_api.tar - o6pa3 cepBuca aCHHXpPOHHBIX 3a/ad;
export_api.tar - o0pas cepBrica 3KCIOPTa MPOCTPAHCTBEHHBIX JAHHBIX;
import_api.tar - o0pa3 cepBuca UMIOPTa NPOCTPAHCTBEHHBIX JaHHBIX;
map.tar - o6pa3 cratuku (ppoHTa KapThI;

map_api.tar - oopas cepsuca API kapTsr;

10) spatial_relation_api.tar — o0pa3 cepBrica aHaaM3a MPOCTPAHCTBCHHBIX JaHHBIX.

3.1 PostgeSQL u PostGIS

3.1.1 Ha3HauyeHue

XpaHeHHe JaHHBIX, B TOM YHUCJIC IIPOCTPAHCTBCHHBIX.

3.1.2 YcraHoBKa

[Ipeanonaraercsi craHgapTHas YCTAHOBKA, W3JIOKEHHAs B JOKyMEHTAllMd Ha

CYB]I

www.postgresal.org/docs/ u Ha pactmpenne PostGIS www.postgis.net/documentation/getting_started/.

3.1.3 Hacrpoiika

HCO6XOI[I/IMO CO31aThb 0a3bl JaHHBIX

1) ba3za uis XpaHeHHs CJIOCB U MPOCTPAHCTBEHHBIX JaHHBIX (gisdb).

Tpebyercst pacimpenue Postgis create database gisdb owner gis;

\c gisdb
GRANT ALL ON TABLE public.spatial_ref _sys TO gis;

2) baza qna xpanenus koHdurypamnuu reocepsepa (geoconfig db)

create database geoconfig_db owner gis;

3) baza g xpanenus ¢ponoBbIx 3ana4 (background api_db). Tpebyercs paciupenue postgis

create database background_api_db owner gis;

\c background_api_db
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Cosaatb nosb3oBarens gis - owner 6a3 gisdb, geoconfig_db, background_api_db

GRANT ALL ON TABLE public.spatial_ref_sys TO gis;

3.2 Kafka

3.2.1 Ha3uayenue

Ooecnieuenue B3auMoaencTBrs Mex 1y cepsucamu background_api u export_api/import_api

3.2.2 YcraHoBKa

Hpez[nonaraeTc;I ucnons3oBanue Kafka B z[oxep-o6pa3e. VYcranoBka H3JI0K€HAa B

nokymeHnTaruu https://hub.docker.com/r/apache/kafka

3.2.3 Hactpoiika

1) Co3aarh TONMUKU:

- export;

- export-response;

- import;

- import-response;

- spatial-relation;

- spatial-relation-response.
2) Cosnats cieaytomiue group-id:
- layer-export-group-id;

- layer-import-group-id;

- background-api-group-id;

- spatial-relation-group-id;

I'pynna Yuraer U3 TONUKOB
layer-export-group-id export
layer-import-group-id import
background-api-group-id export-response

import-response

spatial-relation-response

spatial-relation-group-id spatial-relation

12
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3.3 Redis

3.3.1 Ha3uauyenue

KemupoBanue AaHHBIX MPHU ONpeAeNIeHHBIX 3alpocax K map api - B yacTu (OpMUPOBAHUA

yuactka ¢ pacueroM riomiaau B MCK u nmoucka o0beKTOB B 00J1aCTH

3.3.2 Y¥YcraHoBka

[Ipeamnonaraercs ucnosb3oBanue Redis B qokep-oOpase. Y craHOBKA M3JI05KEHA B JOKYMEHTALIUN

https://hub.docker.com/r/bitnami/redis

3.3.3 Hacrpoiika

He tpeGyercs

3.4 Minio

3.4.1 Ha3HauyeHue

XpaHeHue TaljIoB, pacTpoBBIX AaHHBIX (geotiff), daiinos nns ummnopra, ¢ailioB pe3ynbTaToB

OKCIIOpTa.

3.4.2 YcraHoBKa

[penmonaraercst wucnonb3oBanue Minio B jokep-oOpase. VYcCTaHOBKAa H3J0XKEHA B

nokymenTaruu https://hub.docker.com/r/bitnami/minio

3.4.3 Hacrpoiika

Heo0xoauMo co3naTh cienyromue OakeTsl:

gwec-tiles;

import-api-bucket;

export-api-bucket;

bucket-object-documents;

spatial-relation-api-bucket.

3.5 GeoServer

3.5.1 Bepcusi u Ha3HAYEHHE

Hcnonb3yercst Bepcust 2.26.2. GeoServer orpeyaer 3a peHIEPUHT H300pak€HUS Ha OCHOBE

IMPOCTPAHCTBCHHBIX TaHHBIX.
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3.5.2 Y¥YcranoBka

3.5.2.1 Hacrpoiika NFS Ha cropone cepBepa

Brmonnute B TEPMHUHAJIC CIICAYIOINEC KOMaHbI:

sudo yum -y install nfs-utils

sudo mkdir -p /var/geoserver/data_dir
sudo mkdir -p /var/log/geoserver

sudo systemctl enable nfs-server.service

sudo systemctl start nfs-server.service

echo "/var/geoserver/data_dir <ip nfs
server>/24(rw,sync,no_wdelay,insecure_locks,no_root_squash)" | sudo tee /etc/exports >
/dev/null

sudo exportfs -a

3.5.2.2 Hacrpoiika NFS Ha cTopoHe KiueHTa

Bremonnute B TCPMHUHAJIC CIICAYIOINEC KOMaHAbI:

sudo yum -y install nfs-utils
sudo mkdir -p /var/geoserver
sudo mkdir -p /var/log/geoserver

echo "<ip nfs server>:/var/geoserver/data_dir /var/geoserver/data_dir nfs defaults
0 0"]sudo tee -a /etc/fstab > /dev/null

sudo mount -a

[IpenBaputenbHpie TpeOOBaHUS K BUPTYAIbHBIM MAIIMHAM, HAa KOTOPBIX Pa3BOPAYMBACTCS
GeoServer:

- Hactpoena nfs share

- Cospnana BJ] Postgres geoconfig db (cm. myHkT 1.1), B Heit co3nana cxema geo config

-  VYcranosieH docker version >= 23.0.5

14
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[Tepuunast ycrtanoBka GeoServer MpoOM3BOAMTCS Ha OJHOM BHUpTyaslbHOW MamuHe. [locne

- Vcranosaen docker-compose version >=1.25.5

OKOHYaHHs yCTaHOBKH GeoServer MOKeT OBbITh 3alyIleH Ha CISIYIOIUX HOIAX.
YT0OBI IPOBEPUTH KOPPEKTHOCTh YCTAHOBKH, HYIKHO:
— B karanore /var/geoserver mpoBepuTh Hanu4ue kKatanora data_dir ¥ JOCTYITHOCTH €T0 CO BCEX

"o GeoServer

— Coznmate B Kartajore /var/geoserver ainsl docker-compose.yml u geoserver-env.env,
3aIl0JIHUB COTJIACHO caiizunra ctenaa. Comepxumoe (hailiioB MPEICTaBICHO HUXKE.
Conepxumoe daiina docker-compose.yml:

version: "3.6"
services:
geoserver:
restart: always

image:  <tag-image-geoserver>  #  mpemocTaBieHHBI  oOpa3  QeoServer,
onyOJUKOBaHHBINA B NEXUS

container_name: geoserver-node-master
network_mode: "host"
volumes:
- type: bind
source: /var/log/geoserver
target: /var/log/geoserver
- type: bind
source: ./data_dir
target: /var/geoserver/data_dir
env_file:

- geoserver-env.env

Cogepxumoe (haiina geoserver-env.env
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‘ TEKTYC.UT
‘ .’ POCATOM

GEOSERVER_LOG_LOCATION=/var/log/geoserver/node-master.log
GEOSERVER_DATA _DIR=/var/geoserver/data_dir

JAVA OPTS=-server -XX:+UseContainerSupport -XX:MaxRAMPercentage=85.0
XX:SoftRefLRUPolicyMSPerMB=36000 -Dfile.encoding=UTF-8 -
agentlib:jdwp=transport=dt_socket,server=y,suspend=n,address=5005 -
Dorg.eclipse.jetty.server.Request.maxFormContentSize=10000000 -
DGEOSERVER_XSTREAM_WHITELIST=ru.tectus_it.geoserver.rest.dto.* -
Dorg.geotools.localDate TimeHandling=true

TZ=Europe/Moscow

3anyctuts GeoServer

cd /var/geoserver/

docker-compose up —d

3.5.2.3 IIpoBepka ycranoBku GeoServer

[TpoBeputh KOppekTHOCTH 3amycka GeoServer. B data dir momkHa MOSBUTBCS IUPEKTOPUS

jdbcceonfig ¢ HacTpoiikamu momayis. ITocie octanoBuTh, BhimoaHUB docker-compose down.

3.5.2.4 Kon¢urypupoBanue Ajs CO3JaHMSA KjIacTepa

1) [poBeputs Hammume cxembl geo_config B B/ geoconfig_db. TIpu HeoOxoaumMocTH co3nath

CXeMy.
2) B daiine data_dir/jdbcconfig/jdbccontig.properties ykazaTs napametpsl noakiatouenus k b/1.
B mapameTrpax mojak/I0OueHUs yKa3aTh CO3/IaHHYIO CXEMY.
B napamerpax username u password ykazaTh Kpesl sl ToAKIr0YeHus K B/

[Tpumep 3anonaenus ¢aiina jdbcconfig.properties:
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‘ TEKTYC.UT
‘ .’ POCATOM

db>/geoconfig_db?currentSchema\=geo_config

initdb=true
pool.timeBetweenEvictionRunsMillis=-1L
import=false
pool.poolPreparedStatements=true
pool.testWhileldle=false
pool.validationQuery=SELECT now()
pool.minldle=4

enabled=true
pool.maxOpenPreparedStatements=50
password=gis

jdbcUrl=jdbc\:postgresgl\://<ip db>\:<port

driverClassName=org.postgresgl.Driver
pool.maxActive=10
initScript=jdbcconfig/scripts/initdb.postgres.sql
pool.testOnBorrow=true

username=gis

3) 3Bamycruts nepByr Hoay. Kondurypanus nomkna nmmnoptuposatbes B b1
4) Tlpoeputs Hanuuue Tabmun B BJI. Ecmu Bce mmiarn mpoifeHBI YCIEIIHO, 3allyCTHTh
OCTAJIBHBIEC HOJBI.

3.5.2.5 IIposepka 3amycka GeoServer

HepeﬁTH B 6pay3epe Ha CTpaHUuIly IHaHCIIN AIMUHUCTPHUPOBAHUSA Geoserver

[xocT:8080]/geoserver/web/. Ecnu Bce OBIIO YCTaHOBIEHO KOPPEKTHO, TO MO 3TOW CChUIKE OyIyT

AOCTYIIHBI A AMUHUCTPATUBHBIC YTUJIINTBI, IOCTABIIICMBIC C GeoServer.

3.5.2.6 Moakaouenue S3 xpannanina k GeoServer

B oaiine geoserver-env.env He06X0IUMO 1T00ABUTH IEPEMEHHbIE OKPY>KEHUS JJIS ITOIKITIOYESHUS

K S3 XpaHwMnLy:

110_S3_AWS_USER

110_S3_AWS_PASSWORD
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‘ TEKTYC.UT
‘ .’ POCATOM

110_S3_AWS_ENDPOINT
110_S3_AWS_REGION

[Tpumep 3anonHeHus

110_S3 AWS_USER=user// access_key
110_S3_AWS_PASSWORD=password // secret key
110_S3_AWS_ENDPOINT=http://<ip_host>:9000
I10_S3 AWS REGION=us-east-1

Buumanme! [Imarun B GeoServer (GEOTIFF COG) BocnpuHUMaeT MepEeMEHHYIO

IIO_S3 AWS ENDPOINT TonbKko ¢ yKa3zaHHEM ip-aapeca.

3.6 Map_api

3.6.1 Bepcusi u Ha3HAYEHHE

Texymiast Bepcus — 3.25.1804.

Ha6op API anst pabotsl kapTsl. [logaepxuBaeT pegakTupoBaHue 0OBEKTOB CIIOSI, HHCTPYMEHTHI
M3MEpEeHusi, BEIOOp 00BEKTOB, OTyUYeHNE HH(OPMAIIMU TT0 OOBEKTY B TOUKE, COXPAHEHUE CCHUIKH Ha
KapTy, paboty c arpulOyrtamu, paboTa C MOJb30BaTeNbcKuMU ciosmu, APl pabotel co crosimu
(monmydeHue nepeBa cioeB, HAOOpoB KapT). PeanmmzoBan ¢ mpumenenunem Java, Spring Boot 3, GDAL
3.10

3.6.2 YcraHoBKa

PazapxuBupyiite apxuB ¢ o0pa3oM map-api JIOKalIbHO KOMaHJOW W J00aBbTE€ €ro B Nexus.

<nexus-url> HeoOxoauMO 3aMeHHUTH Ha url HEeKcyca

docker load -i map-api.tar
docker login <nexus-url>

docker push <nuxus-url>/map_api:release

CoznaiiTe nmanky npuiIoKeHus
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‘ TEKTYC.UT
‘ .’ POCATOM

cd /opt
mkdir map_api
cd /map_api

mkdir config

Cosnaiite docker-compose.yml B /opt/map_api ciaenyromniero coaepxatus

B KOMMCHTapHUAX YyKa3daHbl MECTa, I'I€ HCO6XO,Z[I/IMO IMOACTAaBUTh PCAJIBHBIC YPJbl U KPCIbI

MHPACTPYKTYPHBIX KOMIIOHEHTOB U CEPBUCOB.
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‘ TEKTYC.UT
‘ .’ POCATOM

version: "3.3"
services:
map_api:
container_name: map_api
image: <nexus-url>/map_api:release ### ykassiBaem Url Hekcyca
environment:
- TZ=Europe/Moscow
- SPRING_CONFIG_NAME=map_api
- SPRING_PROFILES_ACTIVE=dev
- SPRING_DATASOURCE_URL=jdbc:postgresql://<gisdb-host>:<gisdb-
port>/gisdb # ykaseiBaem host u nopr gisdb
- SPRING_DATASOURCE_USERNAME-=gis # yka3siBacm Username gisdb,
- SPRING_DATASOURCE_PASSWORD-=gis # yxa3biBacm password gisdb
- SPRING_DATA_REDIS_HOST=<ip_host> # ykassiaem host redis
- SPRING_DATA_REDIS_PORT=6379 # yka3siBaecm mopt redis
- SPRING_DATA_REDIS_PASSWORD=password # yka3sisaem napous redis
- SPRING_KAFKA BOOTSTRAP-SERVERS=<ip_host>:9092 # yxassiBaem url u
IOPT IJIA IMOAKIIIOYCHUS K Ka(l)Ke
- KAFKA_USERNAME-=login # yka3biBaeM JIoruH Kadhku
- KAFKA_PASSWORD=password # yka3biBaeM mapoJib KapKu
- GEOSERVER_URL=http://<ip_host>:8080/geoserver # ykasbiBaem url macrep-
reocepaepa -
GEOSERVER_NODES="{'http://<ip_host>:8080/geoserver’,'http://<ip_host>:8080/geos
erver'}" # yka3piBaeM urlsl Bcex reocepBepoB
- MINIO _PROPERTIES URL=http://<ip_host>:9000 # yxa3eiBaem url minio
- MINIO_PROPERTIES_SECRETKEY=secret # ykassiBaecm Secret key minio
- MINIO_PROPERTIES_ACCESSKEY=access # yka3siBaem access key minio -
FEIGN_GEO-WEB-CACHE-CLIENT_URL=http://<ip_host>:8080/geowebcache/rest/
# yxaswiBaeMm Url o pecra geowebcache
- FEIGN_GEO-WEB-CACHE-CLIENT_USERNAME=user # yka3biBaeM USername
geowebcache
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‘ TEKTYC.UT
‘ .’ POCATOM

- FEIGN_GEO-WEB-CACHE-CLIENT_PASSWORD=pass # yka3siBaecm password
geowebcache
- APPLICATION_HOME_URL-=https://tergis-front.local # ypn mo xoropomy
OTKPBIBACTCA KapTa
- APPLICATION_SECURITY_MODE=JWT-ROLE_DB
- APPLICATION_SECURITY_ROLE-ADMINISTRATION-MODE=ROLE_DB
network_mode: host
volumes:
- type: bind
source: ./config
target: /opt/map_api/config
stdin_open: true

restart: always

B nanke config co3naiite daiin map api.yaml crnemyroiero coaep:kaHusi.
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‘ TEKTYC.UT
‘ .’ POCATOM

server:
port: 8081
servlet:
context-path: /map_api
spring:
jpa:
generate-ddl: false
hibernate:
ddl-auto: none
properties:
hibernate:
format_sql: true
use_sql_comments: false
type: trace
temp:
use_jdbc_metadata_defaults: false
show_sql: false
database: postgresql
open-in-view: false
liquibase:
change-log: classpath:changelog-master.xml
cache:
type: redis
redis:
time-to-live: 600000
datasource:
hikari:
poolName: HikariPool-Postgres
idleTimeout: 30000
maxL.ifetime: 600000
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‘ TEKTYC.UT
‘ .’ POCATOM

minimumidle: O
maximumPoolSize: 5
driverClassName: org.postgresql.Driver
url: jdbc:postgresql://<gisdb-host>:<gisdb-port>/gisdb # yxassiBaem host gisdb
username: gis # ykassiBaem Username gisdb
password: gis # ykassiBaem password gisdb
servlet:
multipart:
max-request-size: 100MB
max-file-size: 30MB
data:
rest:
detection-strategy: annotated
redis:
host: <ip_host> # yka3ssiBaem host redis
port: 6379 # yka3piBaem mopt redis
password: password # ykaspiBaeMm mapouib redis
kafka:
producer:
value-serializer: org.springframework.kafka.support.serializer.JsonSerializer
key-serializer: org.apache.kafka.common.serialization.StringSerializer
consumer:
group-id: spatial-relation-group
client-id: spatial-relation-consumer-1
auto-offset-reset: earliest
value-deserializer: org.springframework.kafka.support.serializer.JsonDeserializer
key-deserializer: org.apache.kafka.common.serialization.StringDeserializer
properties:
security.protocol: SASL_PLAINTEXT

sasl.mechanism: PLAIN
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‘ TEKTYC.UT
‘ .’ POCATOM

sasl.jaas.config: org.apache.kafka.common.security.plain.PlainLoginModule
required username="${KAFKA USERNAME}" password="${KAFKA PASSWORD}";

spring:
json:
trusted:
packages: ru.digital.league.sc.*
type:

mapping:
ru.digital.league.sc.map.background.service.out.KafkaValueDto:ru.digital.league.sc.map.spatialr
elation.dto.SpatialRelationTaskDto

bootstrap-servers: <ip_host>:9092 # ykaspiBaem url u mopt uist HOAKIIOYEHHS K KadKe
security:
oauth2:
resourceserver:
jwit:

issuer-uri: localhost

keycloak:

auth-server-url: localhost

realm: tergis

login: admin

password: admin
# JIOTTUPOBaHNE
logging:

config: file:./config/logback-spring.xml

level:

ru:
tectus_it:
tergis: DEBUG

management:

endpoints:
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‘ TEKTYC.UT
‘ .’ POCATOM

enabled-by-default: true
web:
base-path: /actuator
endpoint:
health:
show-details: always
# reocepsep
geoserver:
login: admin
url: http://<ip_host>:8080/geoserver # ykassiBaeM url mactep-reocepsepa

nodes: "{’http://<ip_host>:8080/geoserver’, 'http://<ip_host>:8080/geoserver'}" #
YKa3bIBacM urlel Bcex reoCCpBCPOB

log_body: true
password: geoserver
auth:
reload:
url: /eir/invalidate

filter: Map API Session Key

application:
home:
url: http://<ip_host>
feature:
location:
use-referer: true
geotools:
fracture:
threshold: 0.6
layers:

vector:
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‘ TEKTYC.UT
‘ .’ POCATOM

workspace: TERGIS
raster:
workspace: TERGIS
external:
workspace: EXTERNAL
group:
workspace: TERGIS
kafka:
topic:
spatial-relation: spatial-relation
spatial-relation-response: spatial-relation-response
security:
mode: IWT-ROLE_DB

role-administration-mode: ROLE_DB

#Haiictpoiika filestorage
minio:
properties:
url: http://<ip_host>:9000 # ykassiBaem url minio
secretKey: secret # ykassiBaem secret key minio
accessKey: access # ykaspiBaeMm access key minio
buckets:
OBJECT_DOCUMENT: bucket-object-documents
SPATIAL_RELATION: spatial-relation-api-bucket
THEMATIC_LAYER: local-thematic-layer-bucket

# ypnel 1u1st feign KITUEHTOB
feign:
geo-web-cache-client:

url: http://<ip_host>:8080/geowebcache/rest/
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‘ TEKTYC.UT
‘ .’ POCATOM

username: geowebcache

password: secured

B mamnke config no6asste aiin logback-spring.xml ciemyrornero cogepxanus

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<include resource="org/springframework/boot/logging/logback/defaults.xml"/>

<property name="LOG_FILE" value="${LOG_FILE:-${LOG_PATH:-
${LOG_TEMP:-${java.io.tmpdir:-/tmp}}}/app.log}"/>

<include resource="org/springframework/boot/logging/logback/console-
appender.xml"/>

<include resource="org/springframework/boot/logging/logback/file-appender.xml"/>
<root level="INFO">
<appender-ref ref="CONSOLE"/>

</root>
<logger name="ru.digital.league” level="TRACE" additivity="false">
<appender-ref ref="CONSOLE"/>

</logger>

</configuration>

B nanke /opt/map_api BBIIOTHUTE KOMaHTy

docker-compose up —d
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‘ TEKTYC.UT
‘ .’ POCATOM

3.7 Import-api
3.7.1 Bepcusi 1 Ha3HaAYeHHE

Tekymas Bepcust — 3.25.1804.

OTtBevaer 3a 3arpy3ky MPOCTPAHCTBEHHBIX NAHHBIX U3 Pa3jIMYHbIX (POPMATOB U CO3/JaHUE
cnosi. PeanusoBan ¢ mpumenenuem Java, Spring Boot 3, GDAL 3.10

3.7.2 YcraHoBKa

PazapxuBupyiite apxuB ¢ 06pazom import-api JOKaIbHO KOMaHIOM U J00aBbTE €ro B NEXus.

<nexus-url> HeoOXoaMMO 3aMEHUTH Ha url HeKcyca

docker load -i import-api.tar
docker login <nexus-url>

docker push <nuxus-url>/import-api:release

Co3zpaiite nanky npusaoKeHus

cd /opt
mkdir map_api
cd /import_api

mkdir config

Coznaiite docker-compose.yml B /opt/import_api crneayromiero coaep>kanus

B KOMMCHTapUAX YyKa3daHbl MECTa, T'AC H€O6XOI[I/IMO MOACTAaBUTL PCAJIBHBIC YPJbl U KPCIbI

MHPPACTPYKTYPHBIX KOMIIOHEHTOB U CEPBUCOB.
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‘ TEKTYC.UT
‘ .’ POCATOM

version: "3.3"
services:
import_api:
container_name: import_api
image: <nexus-url>/import_api:release ### yxaspiBaem Url nexcyca
environment:
- TZ=Europe/Moscow
- SPRING_CONFIG_NAME=import_api
- SPRING_PROFILES_ACTIVE=dev

- SPRING_DATASOURCE_URL=jdbc:postgresql://<gisdb-host>:<gisdb-
port>/gisdb # yka3eiBaem host u opt gisdb

- SPRING_DATASOURCE_USERNAME=gis # yka3siBacm username gisdb
- SPRING_DATASOURCE_PASSWORD-=gis # yka3biBaem password gisdb

- SPRING_KAFKA_BOOTSTRAP-SERVERS=<ip_host>:9092 # yka3siBaem url u
HOPT Ul NOJKIFOUEHHS K Kadke

- KAFKA_USERNAME-=login # yka3siBacM j1oruH kadxu
- KAFKA_PASSWORD=password # yka3piBaeM mapoJb KapKu

- GEOSERVER_URL=http://<ip host>:8080/geoserver # ykassiBacm url macrep-
reocepBepa

GEOSERVER_NODES="{'http://<ip_host>:8080/geoserver','http://<ip_host>:8080/geoserver'}
" # yka3piBaeM urlbl Bcex reocepBepoB

- MINIO_PROPERTIES_URL=http://<ip_host>:9000 # yka3siBaem url minio
- MINIO_PROPERTIES_SECRETKEY=secret # yka3biBaem Secret key minio
- MINIO_PROPERTIES_ACCESSKEY =access # yka3biBaeM access key minio

- FEIGN_GEO-WEB-CACHE-
CLIENT_URL=http://<ip_host>:8080/geowebcache/rest/ # ykaspiBaeM url g0 pecra
geowebcache

- FEIGN_GEO-WEB-CACHE-CLIENT_USERNAME=user # yka3piBaeM Username
geowebcache

- FEIGN_GEO-WEB-CACHE-CLIENT_PASSWORD=pass # yka3biBacm password
geowebcache
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‘ TEKTYC.UT
‘ .’ POCATOM

network_mode: host
volumes:
- type: bind
source: ./config
target: /opt/layer_import_api/config
stdin_open: true

restart: always

B mamnke config coznmaiite daiin import_api.yaml crieayroiero coaepxxaHus
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‘ TEKTYC.UT
‘ .’ POCATOM

server:
port: 8085
servlet:
context-path: /layer_import_api
spring:
datasource:
hikari:
poolName: HikariPool-Postgres
idleTimeout: 30000
maxLifetime: 600000
minimumldle: O
maximumPoolSize: 5
driverClassName: org.postgresql.Driver
url: jdbc:postgresql://<gisdb-host>:<gisdb-port>/gisdb # yxassiBaem host gisdb
username: gis # ykassiBaem Username gisdb
password: gis # ykaseiaem password gisdb
kafka:
producer:
value-serializer: org.springframework.kafka.support.serializer.JsonSerializer
key-serializer: org.apache.kafka.common.serialization.StringSerializer
properties:
max.request.size: 10000000
security.protocol: SASL_PLAINTEXT
sasl.mechanism: PLAIN

sasl.jaas.config: org.apache.kafka.common.security.plain.PlainLoginModule
required username="${KAFKA USERNAME}" password="${KAFKA PASSWORD}";

consumer:
group-id: layer-import-group-id
client-id: layer-import-consumer-1

auto-offset-reset: earliest
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‘ TEKTYC.UT
‘ .’ POCATOM

properties:
security.protocol: SASL_PLAINTEXT
sasl.mechanism: PLAIN

sasl.jaas.config: org.apache.kafka.common.security.plain.PlainLoginModule
required username="${KAFKA USERNAME}" password="${KAFKA PASSWORD}";

spring:
json:
trusted:
packages: ru.digital.league.sc.*
type:

mapping:
ru.digital.league.sc.map.background.service.out.KafkaValueDto:ru.digital.league.sc.map.import
api.dto.ImportTaskDto

bootstrap-servers: <ip_host>:9092 # yka3piBaeM url u OpT 15 MOAKIFOUYCHHUS K KadKe
security:
oauth2:
resourceserver:
jwit:
issuer-uri: localhost
cloud:
openfeign:
okhttp:
enabled: true
client:
config:
default:
logger-level: full
httpclient:
disable-ssl-validation: true

# OrrupoBaHue

logging:
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‘ TEKTYC.UT
‘ .’ POCATOM

level:
ru:
tectus_it:
tergis: TRACE

config: file:./config/logback-spring.xml

# Keycloak

keycloak:
auth-server-url: localhost
realm: tergis
login: admin

password: admin

# reocepsep
geoserver:
login: admin
url: http://<ip_host>:8080/geoserver # ykassiBaem Url mactep-reocepsepa

nodes: "{'http://<ip_host>:8080/geoserver’,'http://<ip_host>:8080/geoserver}"  #
yKa3biBaeM urlbl Bcex reocepBepoB

log_body: true
password: geoserver
auth:
reload:
url: /eir/invalidate

filter: Map API Session Key

# HacTpolku npuioxXeHus
application:
layers:

vector:
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‘ TEKTYC.UT
‘ .’ POCATOM

workspace: TERGIS
raster:
workspace: TERGIS
external:
workspace: EXTERNAL
group:
workspace: TERGIS
import:
file:
size:
limit: 2GB
kafka:
topic:
import: import
import-response: import-response
security:
mode: IWT-ROLE_DB
role-administration-mode: ROLE_DB
# swagger
springdoc:
swagger-ui:

path: /swagger-ui-custom.html

#Haiictpoiika filestorage
minio:
properties:
url: http://<ip_host>:9000 # yka3siBaem url minio
secretKey: secret # yka3siBaem Secret key minio
accessKey: access # ykaspiBaem access key minio

buckets:
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‘ TEKTYC.UT
‘ .’ POCATOM

IMPORT: import-api-bucket
OBJECT_DOCUMENT: local-bucket-object-documents

# ypnbl 11 feign KIIMEeHTOB
feign:
geo-web-cache-client:
url: http://<ip_host>:8080/geowebcache/rest/
username: geowebcache

password: secured

management:
endpoints:
enabled-by-default: true
web:
base-path: /actuator
endpoint:
health:

show-details: always

B nanke config no6asste (aitn logback-spring.xml criemyromiero coaepxanus
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‘ TEKTYC.UT
‘ .’ POCATOM

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<include resource="org/springframework/boot/logging/logback/defaults.xml"/>

<property name="LOG_FILE" value="${LOG_FILE:-${LOG_PATH:-
${LOG_TEMP:-${java.io.tmpdir:-/tmp}}}/app.log}"/>

<include resource="org/springframework/boot/logging/logback/console-
appender.xml"/>

<include resource="org/springframework/boot/logging/logback/file-appender.xml"/>
<root level="INFO">
<appender-ref refF="CONSOLE"/>

</root>
<logger name="ru.digital.league” level="TRACE" additivity="false">
<appender-ref refF="CONSOLE"/>

</logger>

</configuration>

B nanke /opt/import_api BBIIOJIHUTE KOMaHAY

docker-compose up -d

3.8 Export-api
3.8.1 Bepcusi u Ha3HAYeHHE

Texymiast Bepcus — 3.25.1804.
OTBeuaeT 3a BBITPY3KY MPOCTPAHCTBEHHBIX JaHHBIX B pasnuuHbie (popmatsl. PeammzoBan c

npumenenuem Java, Spring Boot 3, GDAL 3.10

3.8.2 Y¥YcraHoBka

PazapxuBupyiite apxuB ¢ o0pazom export-api JOKaJIbHO KOMaHIOM M J100aBbTE €ro B nexus.

<nexus-url> HeoOxoauMO 3aMeHHUTH Ha url HEKcyca
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‘ TEKTYC.UT
‘ .’ POCATOM

docker load -i export-api.tar
docker login <nexus-url>

docker push <nuxus-url>/export-api:release

Co3pnaiite nmanky npuaoKeHUs

cd /opt
mkdir export_api
cd /export_api

mkdir config

Cospaiite docker-compose.yml B /opt/layer export api cieayromero cogaepxanus

B KOMMCHTAapUAX YyKa3daHbl MECTa, I'IC HCO6XOI[I/IMO MMOACTAaBUTL PCAJIBHBIC YPJIbl U KPCIbI

UH(PACTPYKTYPHBIX KOMIIOHEHTOB U CEPBHCOB
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‘ TEKTYC.UT
‘ .’ POCATOM

version: "3.3"
services:
export_api:
container_name: export_api
image: <nexus-url>/export_api:release ### yxa3ssiBaem Url Hekcyca
environment:
- TZ=Europe/Moscow
- SPRING_CONFIG_NAME=export_api
- SPRING_PROFILES_ACTIVE=dev

- SPRING_DATASOURCE_URL=jdbc:postgresql://<gisdb-host>:<gisdb-
port>/gisdb # yka3eiBaem host u opt gisdb

- SPRING_DATASOURCE_USERNAME=gis # yka3siBacm username gisdb
- SPRING_DATASOURCE_PASSWORD-=gis # yka3biBaem password gisdb

- SPRING_KAFKA_BOOTSTRAP-SERVERS=<ip_host>:9092 # yka3siBaem url u
HOPT Ul NOJKIFOUEHHS K Kadke

- KAFKA_USERNAME-=login # yka3siBacM j1oruH kadxu
- KAFKA_PASSWORD=password # yka3piBaeM mapoJb KapKu

- GEOSERVER_URL=http://<ip host>:8080/geoserver # ykassiBacm url macrep-
reocepBepa

GEOSERVER_NODES="{'http://<ip_host>:8080/geoserver','http://<ip_host>:8080/geoserver'}
" # yka3piBaeM urlbl Bcex reocepBepoB

- MINIO_PROPERTIES_URL=http://<ip_host>:9000 # yka3siBaem url minio
- MINIO_PROPERTIES_SECRETKEY=secret # yka3biBaem Secret key minio
- MINIO_PROPERTIES_ACCESSKEY =access # yka3biBaeM access key minio

- FEIGN_GEO-WEB-CACHE-
CLIENT_URL=http://<ip_host>:8080/geowebcache/rest/ # ykaspiBaeM url g0 pecra
geowebcache

- FEIGN_GEO-WEB-CACHE-CLIENT_USERNAME=user # yka3piBaeM Username
geowebcache

- FEIGN_GEO-WEB-CACHE-CLIENT_PASSWORD=pass # yka3biBacm password
geowebcache
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‘ TEKTYC.UT
‘ .’ POCATOM

network_mode: host
volumes:
- type: bind
source: ./config
target: /opt/layer_export_api/config
stdin_open: true

restart: always

B manke config coznaiite daiin export api.yaml ciaenyroniero coaepxaHusi.
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‘ TEKTYC.UT
‘ .’ POCATOM

server:
port: 8086
servlet:
context-path: /layer_export_api
spring:
datasource:
hikari:
poolName: HikariPool-Postgres
idleTimeout: 30000
maxLifetime: 600000
minimumldle: O
maximumPoolSize: 5
driverClassName: org.postgresql.Driver
url: jdbc:postgresql://<gisdb-host>:<gisdb-port>/gisdb # yxassiBaem host gisdb
username: gis # ykassiBaem Username gisdb
password: gis # ykaseiaem password gisdb
kafka:
properties:
security.protocol: SASL_PLAINTEXT
sasl.mechanism: PLAIN

sasl.jaas.config: org.apache.kafka.common.security.plain.PlainLoginModule required
username="${KAFKA_ USERNAME}" password="${KAFKA PASSWORD}";

consumer:
group-id: layer-export-group-id
client-id: layer-export-consumer-1
auto-offset-reset: earliest
properties:
spring:
json:

trusted:
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‘ TEKTYC.UT
‘ .’ POCATOM

packages: ru.digital.league.sc.*
type:

mapping:
ru.digital.league.sc.map.background.service.out.KafkaValueDto:ru.digital.league.sc.map.layerex
port.dto.ExportTaskDto

bootstrap-servers: <ip_host>:9092 # ykassiBaem url u opT 1 MOAKIIOYCHHS K Kadre
security:
oauth2:
resourceserver:
jwit:
issuer-uri: localhost
# OrrMpoBaHUe
logging:
level:
ru:
tectus_it:
tergis: TRACE

config: file:./config/logback-spring.xml

# Keycloak

keycloak:
auth-server-url: localhost
realm: tergis
login: admin

password: admin

# reocepsep
geoserver:
login: admin
url: http://<ip_host>:8080/geoserver # yka3siBaem Url macrep-reocepsepa

nodes: "{'http://<ip_host>:8080/geoserver’,'http://<ip_host>:8080/geoserver'}" #
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‘ TEKTYC.UT
‘ .’ POCATOM

yKa3bIBaeM Urlbl BceX reocepBepoB

log_body: true
password: geoserver
auth:
reload:
url: /eir/invalidate

filter: Map API Session Key

# HacTpolKu mprIOKEHUS
application:
layers:
vector:
workspace: TERGIS
raster:
workspace: TERGIS
external:
workspace: EXTERNAL
group:
workspace: TERGIS
kafka:
topic:
export: export
export-response: export-response
security:
mode: JWT-NO-VERIFY
role-administration-mode: MOCK
# swagger
springdoc:
swagger-ui:

path: /swagger-ui-custom.html
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‘ TEKTYC.UT
‘ .’ POCATOM

#Haiictpoiika filestorage
minio:
properties:
url: http://<ip_host>:9000 # ykassiBaem url minio
secretKey: secret # ykassiBaem Secret key minio
accessKey: access # ykaspiBaem access key minio
buckets:
EXPORT: export-api-bucket
OBJECT_DOCUMENT: bucket-object-documents

# ypnel 1u1s feign kKTueHTOB
feign:
geo-web-cache-client:
url: http://<ip_host>:8080/geowebcache/rest/
username: geowebcache

password: secured

management:
endpoints:
enabled-by-default: true
web:
base-path: /actuator
endpoint:
health:

show-details: always

B nanke config no6aBste daitn logback-spring.xml criemxyromiero cogepxanus
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‘ TEKTYC.UT
‘ .’ POCATOM

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<include resource="org/springframework/boot/logging/logback/defaults.xml"/>

<property name="LOG_FILE" value="${LOG_FILE:-${LOG_PATH:-
${LOG_TEMP:-${java.io.tmpdir:-/tmp}}}/app.log}"/>

<include resource="org/springframework/boot/logging/logback/console-
appender.xml"/>

<include resource="org/springframework/boot/logging/logback/file-appender.xml"/>
<root level="INFO">
<appender-ref refF="CONSOLE"/>

</root>
<logger name="ru.digital.league” level="TRACE" additivity="false">
<appender-ref refF="CONSOLE"/>

</logger>

</configuration>

B nanke /opt/layer _export api BBIIOJHUTE KOMaHITy

docker-compose up -d

3.9 Admin-api
3.9.1 Bepcus u Ha3HAYEHHE

Texymias Bepcus — 3.25.1804.

Hab6op API muis ynpaBieHHs KaTajJoroM CJO€B, AEPEBOM CJI0eB, HabopaMu KapT, CUCTEMaMHU
KoopauHaT. PeanmzoBan ¢ npumeHenueM Java, Spring Boot 3, GDAL 3.10

3.9.2 Y¥YcraHoBka

PazapxuBupyiite apxus ¢ obpazom admin-api JIOKaJbHO KOMaH/I0M U 100aBbTE€ €ro B NEXUS.

<nexus-url> HeoOxoauMO 3aMeHHUTH Ha url HEKcyca
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‘ TEKTYC.UT
‘ .’ POCATOM

docker load -i admin-api.tar
docker login <nexus-url>

docker push <nuxus-url>/admin-api:release

CoznaiiTe nanky npuioKeHus

cd /opt
mkdir admin_api
cd /admin_api

mkdir config

Cosnaiite docker-compose.yml B /opt/admin_api cieayromero coaep kanust

B KOMMCHTApUAX YKa3aHbl MECTa, I'IC HCO6X0)II/IMO MNOACTABUTL PCAJIbHBIC YPJIbI U KPCIbI

MHPPACTPYKTYPHBIX KOMIIOHEHTOB M CEPBHCOB
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‘ TEKTYC.UT
‘ .’ POCATOM

version: "3.3"
services:
admin_api:
container_name: admin_api
image: <nexus-url>/admin_api:release ### yxassiBacm Url nekcyca
environment:
- TZ=Europe/Moscow
- SPRING_CONFIG_NAME=admin_api
- SPRING_PROFILES_ACTIVE=dev

- SPRING_DATASOURCE_URL=jdbc:postgresql://<gisdb-host>:<gisdb-
port>/gisdb # yka3eiBaem host u opt gisdb

- SPRING_DATASOURCE_USERNAME=gis # yka3siBacm username gisdb

- SPRING_DATASOURCE_PASSWORD-=gis # yka3biBaem password gisdb

- SPRING_DATA_REDIS_HOST=<ip_host> # yka3siBaecm host redis

- SPRING_DATA _REDIS_PORT=6379 # yka3biBaecm mopt redis

- SPRING_DATA_REDIS_PASSWORD=password # yka3siBaem mnapoJib redis

- GEOSERVER_URL=http://<ip host>:8080/geoserver # ykaspiBacm url macrep-
reocepBepa

GEOSERVER_NODES="{'http://<ip_host>:8080/geoserver','http://<ip_host>:8080/geoserver'}
" # yka3piBaeM urlbl Bcex reocepBepoB

- MINIO_PROPERTIES_URL=http://<ip_host>:9000 # yka3siBaem url minio
- MINIO_PROPERTIES_SECRETKEY=secret # yka3biBaem Secret key minio
- MINIO_PROPERTIES_ACCESSKEY =access # yka3biBaeM access key minio

- FEIGN_GEO-WEB-CACHE-
CLIENT_URL=http://<ip_host>:8080/geowebcache/rest/ # ykaspiBaeM url g0 pecra
geowebcache

- FEIGN_GEO-WEB-CACHE-CLIENT_USERNAME=user # yka3piBaeM Username
geowebcache

- FEIGN_GEO-WEB-CACHE-CLIENT_PASSWORD=pass # yka3biBacm password
geowebcache

network _mode: host
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‘ TEKTYC.UT
q’ POCATOM

volumes:
- type: bind
source: ./config
target: /opt/admin_api/config
stdin_open: true

restart: always

B mamnke config cozmaiite daitn admin_api.yaml ciemyromiero cogepxaHus
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‘ TEKTYC.UT
‘ .’ POCATOM

server:
use-forward-headers: true
port: 8082
servlet:
context-path: /admin_api
spring:
jpa:
generate-ddl: false
hibernate:
ddl-auto: none
properties:
hibernate:
format_sql: true
use_sql_comments: false
type: trace
temp:
use_jdbc_metadata_defaults: false
show_sql: true
database: postgresql
open-in-view: false
redis:
host: <ip_host> # yka3siBaem host redis
port: 6379 # ykaseiBaem mopt redis
password: password # yka3biBaem maposs redis
cache:
type: redis
redis:
time-to-live: 600000
datasource:

hikari:
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‘ TEKTYC.UT
‘ .’ POCATOM

poolName: HikariPool-Postgres
idleTimeout: 30000
maxLifetime: 600000
minimumldle: O
maximumPoolSize: 5
driverClassName: org.postgresql.Driver
url: jdbc:postgresql://<gisdb-host>:<gisdb-port>/gisdb # yxassiBaem host gisdb
username: gis
password: gis
servlet:
multipart:
max-request-size: 100MB
max-file-size: 30MB
data:
rest:
detection-strategy: annotated
security:
oauth2:
resourceserver:
jwit:
issuer-uri: localhost
# JIOTTUpOBaHNE
logging:
config: file:./config/logback-spring.xml
level:
ru:
tectus_it:
tergis: DEBUG
management:

endpoints:
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‘ TEKTYC.UT
‘ .’ POCATOM

enabled-by-default: true
web:
base-path: /actuator
endpoint:
health:
show-details: always
# Keycloak
keycloak:
auth-server-url: localhost
realm: tergis
login: admin

password: admin

# reocepsep
geoserver:
login: admin
url: http://<ip_host>:8080/geoserver # ykaspiBaeM url mactep-reocepsepa

nodes: "{'http://<ip_host>:8080/geoserver’,'http://<ip_host>:8080/geoserver}"  #
yKa3biBaeM urlbl Bcex reocepBepoB

log_body: true
password: geoserver
auth:
reload:
url: /eir/invalidate
filter: Map API Session Key
# swagger
springdoc:
swagger-ui:

path: /swagger-ui-custom.html
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‘ TEKTYC.UT
‘ .’ POCATOM

# HacTpolKu mprIOKEHUS
application:
layers:
vector:
workspace: TERGIS
raster:
workspace: TERGIS
external:
workspace: EXTERNAL
group:
workspace: TERGIS
security:
mode: JWT-NO-VERIFY
role-administration-mode: MOCK
# Minio
minio:
properties:
url: http://<ip_host>:9000 # ykassiBaem url minio
secretKey: secret # ykassiBacm Secretkey minio

accessKey: access # ykaspiBaeM accesskey minio

# ypuel s feign xknnentoB
feign:
geo-web-cache-client:
url: http://<ip_host>:8080/geowebcache/rest/
username: geowebcache

password: secured

B nanke config no6aBste daitn logback-spring.xml criemxyromiero cogepxanus
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‘ TEKTYC.UT
‘ .’ POCATOM

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<include resource="org/springframework/boot/logging/logback/defaults.xml"/>

<property name="LOG_FILE" value="${LOG_FILE:-${LOG_PATH:-
${LOG_TEMP:-${java.io.tmpdir:-/tmp}}}/app.log}"/>

<include resource="org/springframework/boot/logging/logback/console-
appender.xml"/>

<include resource="org/springframework/boot/logging/logback/file-appender.xml"/>
<root level="INFO">
<appender-ref refF="CONSOLE"/>

</root>
<logger name="ru.digital.league” level="TRACE" additivity="false">
<appender-ref refF="CONSOLE"/>

</logger>

</configuration>

B nmamnke /opt/admin_api BeIIIOJIHUTE KOMaHAY

docker-compose up -d

3.10 Auth-api
3.10.1 Bepcusi u Ha3HAYEHHE

Texymias Bepcus — 3.25.1804.

Otnaer ¢QuxcupoBanusiii JWT-token. HeoOxomum mans paboThl ¢GpoHTa KapThl, Kak
TEXHOJIOTUYECKOT0 KOMIOHEHTa. [IpuMeHsieTcs ToIbKO Ha JIeB CTeH/E /Ui OTIaKH.

3.10.2 ¥YcraHoBKa

PazapxuBupyiite apxuB ¢ obpazoMm auth-api JOKagbHO KOMaHAON U J00aBbTE €ro B NEXUS.

<nexus-url> HeoOxoauMO 3aMeHHUTH Ha url HEKcyca
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‘ TEKTYC.UT
‘ .’ POCATOM

docker load -i auth-api.tar
docker login <nexus-url>

docker push <nuxus-url>/auth-api:release

Co3paiite manky npuaoKeHus

cd /opt
mkdir auth_api
cd /auth_api

mkdir config

Coznaiite docker-compose.yml B /opt/auth_api cienytomiero cogepxaHus

version: "3.3"
services:
auth_api:
container_name: auth_api
image: <nexus-url>/auth_api:release ### yka3siBaem Url Hekcyca
environment:
- TZ=Europe/Moscow
- SPRING_CONFIG_NAME=auth_api
- SPRING_PROFILES _ACTIVE=dev
network_mode: host
volumes:
- type: bind
source: ./config
target: /opt/auth_api/config
stdin_open: true

restart: always

B nanke config co3naiite aitn auth api.yaml cnenyromero conepxanust
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‘ TEKTYC.UT
‘ .’ POCATOM

server:
port: 8084
servlet:

context-path: /auth_api

logging:
level:
ru:
tectus_it:
tergis: TRACE

config: file:./config/logback-spring.xml

keycloak:
auth-server-url: localhost
realm: tergis

resource: auth-api

cipher:
secret-key: bbcbf9ecc783cabfa9a24396473473d0

app:
mode: MOCK

application:
security:

role-administration-mode: MOCK

B nanke config no6asste (aitn logback-spring.xml criemyromiero conepxanus
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‘ TEKTYC.UT
‘ .’ POCATOM

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<include resource="org/springframework/boot/logging/logback/defaults.xml"/>

<property name="LOG_FILE" value="${LOG_FILE:-${LOG_PATH:-
${LOG_TEMP:-${java.io.tmpdir:-/tmp}}}/app.log}"/>

<include resource="org/springframework/boot/logging/logback/console-
appender.xml"/>

<include resource="org/springframework/boot/logging/logback/file-appender.xml"/>
<root level="INFO">
<appender-ref refF="CONSOLE"/>

</root>
<logger name="ru.digital.league” level="TRACE" additivity="false">
<appender-ref refF="CONSOLE"/>

</logger>

</configuration>

B nanke /opt/auth_api BelosHUTE KOMaHTy

docker-compose up -d

3.11 Background-api
3.11.1 Bepcusi u Ha3HAYEHHE

Texymiast Bepcus — 3.25.1804.

OTtBevaer 3a 3amycK / OTCJIEKMBAHUE BBINOJHEHUS / MOJyYEHUE PEe3yJbTaTOB IO 3aJadyam
C JNIMTCIIbHBIM BBIIIOJIHCHUEM, B YaCTHOCTH HMIIOPT W OSKCHOPT MNPOCTPAHCTBCHHBIX MOaHHBIX.
PeanuzoBan ¢ mpumenennem Java, Spring Boot 3.

3.11.2 ¥YcraHoBKa

PazapxuBupyiite apxus ¢ o6pazom background-api 1okanbHO KOMaH 10 1 100aBBTE €TO B NEXUS.

<nexus-url> HeoOXoaMMO 3aMEHUTH Ha url HeKcyca
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‘ TEKTYC.UT
‘ .’ POCATOM

docker load -i background_api.tar
docker login <nexus-url>

docker push <nuxus-url>/background_api:release

Co3pnaiite nmanky npuaoKeHUs

cd /opt
mkdir background_api
cd /background_api

mkdir config

Co3znaiite docker-compose.yml B /opt/background api ciienyromiero cogaepsxaHus

B KOMMCHTAapUAX YyKa3daHbl MECTa, I'IC HCO6XOI[I/IMO MMOACTAaBUTL PCAJIBHBIC YPJIbl U KPCIbI

UH(PACTPYKTYPHBIX KOMIIOHEHTOB U CEPBHCOB
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‘ TEKTYC.UT
‘ .’ POCATOM

version: "3.3"
services:
background_api:
container_name: background_api
image: <nexus-url>/background_api:release ### yxassiBaem Url Hexcyca
environment:
- TZ=Europe/Moscow
- SPRING_CONFIG_NAME=background_api
- SPRING_PROFILES_ACTIVE=dev

- SPRING_DATASOURCE_URL=jdbc:postgresql://<gisdb-host>:<gisdb-
port>/gisdb # ykaseiBaem host u mopt background_api_db

- SPRING_DATASOURCE_USERNAME=gis #  yka3piBaeM USername
background_api_db

- SPRING_DATASOURCE_PASSWORD=gis #  yka3seiBaem  password
background_api_db

- SPRING_KAFKA_BOOTSTRAP-SERVERS=<ip_host>:9092 # yka3biBaem Url u

IOpT IJIA IMOAKIIIOYCHUS K Ka(I)KC
- KAFKA_USERNAME-=login # yka3siBacM j1oruH Kadxu
- KAFKA_PASSWORD=password # yka3piBaeM 1apoJib Kahku
- MINIO_PROPERTIES_URL=http://<ip_host>:9000 # yka3siBaem url minio
- MINIO_PROPERTIES_SECRETKEY=secret # yka3biBaem Secret key minio
- MINIO_PROPERTIES_ACCESSKEY =access # yka3biBaeM access key minio
network_mode: host
volumes:
- type: bind
source: ./config
target: /opt/background_api/config
stdin_open: true

restart: always

B nanke config co3naiite aiin background api.yaml crneayrormiero coaepxanus
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‘ TEKTYC.UT
‘ .’ POCATOM

server:
port: 8081
servlet:
context-path: /background_api
error:
include-stacktrace: on_param
include-message: always
kc:
base-url: localhost
realm: tergis

realm-url: ${kc.base-url}/realms/${kc.realm}

spring:
servlet:
multipart:
max-request-size: 2GB
max-file-size: 2GB
datasource:

url: jdbc:postgresql://<gisdb-host>:<gisdb-port>/background_api_db # yxassiBaem host
background_api_db

password: gis

username: gis

driver-class-name: org.postgresqgl.Driver
liquibase:

change-log: classpath:db/changelog-master.xml
jpa:

hibernate:

ddl-auto: validate
show-sql: false

properties:
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‘ TEKTYC.UT
‘ .’ POCATOM

hibernate:
format_sql: true
kafka:
bootstrap-servers: <ip_host>:9092
properties:
security.protocol: SASL_PLAINTEXT
sasl.mechanism: PLAIN

sasl.jaas.config: org.apache.kafka.common.security.plain.PlainLoginModule required
username="${KAFKA_ USERNAME}" password="${KAFKA PASSWORD}";

spring:
json:
trusted:
packages: ru.digital.league.*
type:

mapping:
ru.digital.league.sc.map.layerexport.dto.ExportKafkaResponse:ru.digital.league.sc.map.backgro
und.dto.ExportKafkaResponse,

ru.digital.league.sc.map.importapi.dto.ImportKafkaResponse:ru.digital.league.sc.map.backgrou
nd.dto.ImportKafkaResponse,

ru.digital.league.sc.map.spatialrelation.dto.SpatialRelationKafkaResponse:ru.digital.league.sc.m
ap.background.dto.SpatialRelationKafkaResponse

consumer:

group-id: background-api-group-id

client-id: background-api-consumer-1

auto-offset-reset: earliest

value-deserializer: org.springframework.kafka.support.serializer.JsonSerializer

key-deserializer: org.apache.kafka.common.serialization.StringDeserializer
producer:

value-serializer: org.springframework.kafka.support.serializer.JsonSerializer

key-serializer: org.apache.kafka.common.serialization.StringSerializer
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‘ TEKTYC.UT
‘ .’ POCATOM

properties:
max.block.ms: 60000
request.timeout.ms: 30000
security:
oauth2:
resourceserver:
jwit:

issuer-uri: ${kc.realm-url}

management:
endpoint:
health:
enabled: true
minio:
properties:
url: http://<ip_host>:9000 # ykassiBaem url minio

secretKey: secret # yKa3bIBaeM secret key minio
accessKey: secret # ykaspiBaem access key minio

buckets:
IMPORT: import-api-bucket
EXPORT: export-api-bucket
SPATIAL_RELATION: spatial-relation-api-bucket

task:
producer:
topics:
names:
IMPORT: import
EXPORT: export
SPATIAL_RELATION: spatial-relation
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‘ TEKTYC.UT
‘ .’ POCATOM

consumer:
topics:
names:
IMPORT: import-response
EXPORT: export-response
SPATIAL_RELATION: spatial-relation-response

application:
security:
mode: JWT-NO-VERIFY
logging:
level:

ru.digital.league: DEBUG

B manke config no6asbte aiin logback-spring.xml ciemytoriero cogepxaHus
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‘ TEKTYC.UT
‘ .’ POCATOM

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<include resource="org/springframework/boot/logging/logback/defaults.xml"/>

<property name="LOG_FILE" value="${LOG_FILE:-${LOG_PATH:-
${LOG_TEMP:-${java.io.tmpdir:-/tmp}}}/app.log}"/>

<include resource="org/springframework/boot/logging/logback/console-
appender.xml"/>

<include resource="org/springframework/boot/logging/logback/file-appender.xml"/>
<root level="INFO">
<appender-ref refF="CONSOLE"/>

</root>
<logger name="ru.digital.league” level="TRACE" additivity="false">
<appender-ref refF="CONSOLE"/>

</logger>

</configuration>

B nanke /opt/background api BeImosaHMTE KOMaHIY

docker-compose up -d

3.12 Nginx u frontend
3.12.1 Bepcusi u Ha3HAYEHHE

Texymiast Bepcus — 3.25.1804.
KomnioneHnT, HeoOXOAUMBII JIJ1s1 TpeI0CTaBleHUs HHTepdeiica MoIb30BaTEISIM.
3.12.2 ¥YcraHoBKa

PazapxuBupyiite apxuB ¢ ob6pazom map_front JokanpHO KOMaHA0M M 100aBbTE €ro B nexus.

<nexus-url> HeoOXoaUMO 3aMEHUTH Ha Url HeKcyca
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‘ TEKTYC.UT
‘ .’ POCATOM

docker load -i map_front.tar
docker login <nexus-url>

docker push <nuxus-url>/map_front:release

Co3pnaiite nmanky npuaoKeHUs

cd /opt
mkdir map_front

cd /map_front

Cosnaiire docker-compose.yml B /opt/map_front cieayroiero coaepixanust

version: "3"
services:
map_front:
image: <nexus-url>/map_front:release ### yxassiBaem Url Hekcyca
ports:
- "80:80"
environment:
- geoserverl=<ip_host>:8080 ### yka3biBaem Url/service-name cepsuca
- geoserver2=<ip_host>:8080 ### yka3biBaeMm Url/service-name cepsuca
- server_map=<ip_host> ### ykasbiBaem Url/service-name cepsuca
- auth_api=<ip_host>:8084 ### yka3siBaem Url/service-name cepsuca
- map_api=<ip_host>:8081 ### yka3siBaem Url/service-name cepsuca
- admin_api=<ip_host>:8082 ### yxa3biBaem Url/service-name cepsuca

- background_api=<ip_host>:8081 ### yka3siBaem Url/service-name cepsuca

B nanke /opt/map_front BeImoIHUTE KOMaHTY
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‘ TEKTYC.UT
‘ .’ POCATOM

docker-compose up -d

3.13 Geowebcache
3.13.1 Bepcusi u Ha3HAYeHHE

Texymiast Bepcus — 1.27.0.
OtBevaeT 3a IPeAOCTaBIECHUE U TCHEPALIUIO TaIJIOB.

3.13.2 ¥YcraHoBKa

PazapxuBupyiite apxuB ¢ oOpa3zom geowebcache nokanbHO KOMaHAON U J0OABbTE €r0 B NEXUS.

<nexus-url> HeoOXoaMMO 3aMEHUTH Ha url HeKcyca

docker load -i geowebcache.tar
docker login <nexus-url>

docker push <nuxus-url>/geowebcache:release

Co3zpaiite nanky npusaoKeHUs

cd /opt
mkdir geowebcache
cd /geowebcache

mkdir config

ITanka COl’lﬁg JOJIDKHa OBITH NOAMOHTHPOBaHa M HE 3aBUCCTb OT PACKATKH CEPBUCA, T.K.

M3MEHEHMs B KOHPUTypallMoHHbIHN (aiin Oy yT BHOCUTCS B paHTaiiMe.

Coszmaiire docker-compose.yml B /opt/geowebcache cnemyromiero conep:xanus
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version: "3.3"
services:
geowebcache:
container_name: geowebcache
image: <nexus-url>/geowebcache:release ### yxaspiBaem Url Hekcyca
environment:
- TZ=Europe/Moscow
- JAVA _OPTS=-server -XX:+UseContainerSupport -XX:MaxRAMPercentage=85.0
network_mode: host
ports:
- "8080:8080"
volumes:
- type: bind
source: ./config
target: /usr/local/tomcat/webapps/config
stdin_open: true

restart: always

B nanke /opt/geowebcache BbImoHUTE KOMaHLy

docker-compose up -d

B nanke /opt/geowebcache/config aBromaruuecku MosBUTCS KOH(MUIYpallMOHHBIA (ailn npu

3aITycKe.
Heob6xomumo ¢ momortisio rest-api co3nath s3blobStore ¢ HaumenoBanuem s3CacheBlobStore.

[Mlpumep Tena (Buumanme! W3menuts arpuOyTer awsAccessKey u awsSecretKey na

HEOOXOIUMBIE).

PUT /geowebcache/rest/blobstores/s3CacheBlobStore.xml
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<S3BlobStore>
<id>s3CacheBlobStore</id>
<enabled>true</enabled>
<bucket>gwec-tiles</bucket>
<prefix>data</prefix>
<awsAccessKey>access</awsAccessKey>
<awsSecretKey>secret</awsSecretKey>
<maxConnections>50</maxConnections>
<useHTTPS>false</useHTTPS>
<endpoint>http://10.122.36.158:9000</endpoint>
<useGzip>false</useGzip>
<region>us-east-1</region>

</S3BlobStore>

3.14 Spatial-relation-api
3.14.1 Bepcusi 1 Ha3HaAYeHHE

Texymiast Bepcus — 3.25.1804.
CepBHC IPOCTPAHCTBEHHBIX OTHOIICHUH
3.14.2 YcraHoBKa

PaszapxuBupyiite apxuB ¢ obpasom spatial-relation-api, sokanbHo KOMaH0il U 100aBbTE €ro B

nexus. <nexus-url> Heob6xoaMMO 3aMEHUTH Ha url HEKCyca

docker load -i spatial-relation-api.tar
docker login <nexus-url>

docker push <nuxus-url>/spatial-relation-api:release

Co3znaiite manky NpuaoKeHUst
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cd /opt
mkdir spatial-relation-api

cd /spatial-relation-api

Cosnaiite docker-compose.yml B /opt/spatial-relation-api ciemyrorero coaepxanus
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version: "3.3"
services:
spatial_relation_api:
container_name: spatial_relation_api
image: gitlab.akb-it.ru:4567/tergis_3.0/backend/spatial_relation_api:release-2715358-
api
environment:
- TZ=Europe/Moscow
- SPRING_PROFILES_ACTIVE=test
- SERVER_PORT=8090

- SPRING_DATASOURCE_URL=jdbc:postgresql://<gisdb-host>:<gisdb-
port>/gisdb # yka3piBaem host u opt gisdb

- SPRING_DATASOURCE_USERNAME=gis # yka3siBacm username gisdb
- SPRING_DATASOURCE_PASSWORD-=gis # yka3bsiBaem password gisdb
- SPRING_KAFKA_ BOOTSTRAP-SERVERS=<ip_host>:9092 # yxassiBaem url u

HOPT VIS TOJKIIFOYEHHS K Kake
- KAFKA_USERNAME-=login # yka3siBacM j1oruH kadxu
- KAFKA_PASSWORD=password # yka3piBaeM maposib Kapku
- MINIO_PROPERTIES_URL=http://<ip_host>:9000 # yka3siBaem url minio
- MINIO_PROPERTIES_SECRETKEY=secret # yka3siBaecm Secret minio
- MINIO_PROPERTIES_ACCESSKEY=access # yka3piBaeM access minio
- SPRING_DATA_REDIS_HOST=<ip_host> # yka3siBaem xoCt redis
- SPRING_DATA _REDIS_PORT=6379 # yka3siBaecm mopt redis
- SPRING_DATA_REDIS_PASSWORD=pass # yka3biBaecM mapoJib redis
- SPRING_DATA_REDIS_USERNAME-=user # ykaspiBaem jorus redis

- FEIGN_GEO-WEB-CACHE-
CLIENT_URL=http://<ip_host>:8080/geowebcache/rest/ # yxaspiBaeM url 10 pecta
geowebcache

- FEIGN_GEO-WEB-CACHE-CLIENT_USERNAME=user # yka3piBaeM Username
geowebcache

- FEIGN_GEO-WEB-CACHE-CLIENT_PASSWORD=pass # yka3biBacm password
geowebcache
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network_mode: host
stdin_open: true

restart: always

B manike /opt/spatial relation api BbIOJHHATE KOMaHy

docker-compose up -d

B minio noipxeH ObITh bucket -

spatial-relation-api-bucket u3 1.4
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4  Ckpuntbl HHUIIHAJIU3ANNH

4.1 Cxpuntsl, Bbinojnsiembie B B/1 gisdb

J1J1s1 BBITTOJIHEHHSI CKPUITTOB HEOOX0 1Mo moAKtounTes K bJ1 moja monbs3oBareneM gis

BBINOIHUTE CKPUIIT:

INSERT INTO "map".workset (title, weight) VALUES('Craprossiii Habop', 0);

INSERT INTO "map".layer_in_workset (layer id, workset id, weight, is_visible,
is_labeled, transparency) VALUES(Z, 1, 20, true, true, 0);

4.2 Cxpuntsl co3nanus datastore

Boemmonauts POST 3anpoce! U3 npuiioxkeHHoM kojuiekuuu Postman

Create datastores.postman collection.json

Heo0xonnmo:

1. UmmopTtupoBaTh Kowiekiuio B Postman u3 npuinoskennoro JSON daiina
2. [lepexnrounThCs Ha KOJIICKIMIO U Ha 3aKiajKy "Variables"

3. Yka3aTh KOppeKTHBIC 3HaYCHHS TIepeMeHHBIX B cTouioIe "Current value" s pg_db_password
u pg_db user u 00s13aTeIbHO COXPAHUTD 3HAUEHUS IEPEMEHHBIX KOJUIEKIIUN

4. Bemoaauts "Run collection"

[ <M< <]

3 reuse values and protect sensitive data
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[TpoBepka paboTOCIOCOOHOCTH MPOU3BOIUTCA CIEAYIOIUME MeTonaMu. 1o uTory mpoBepku

4.3 TIpoBepka padoToCcnocoOHOCTH

BCCX MCTOI0B

1. ITpoBepka padorocniocodHOocTH GeoServer:

- Ilepeiitn mo cchuike: <geoserver-url>:8080/geoserver/web, rae «geoserver-url»y - ums
cepBepa;

- OrtkpsIBaeTcs cTpaHula agMUHUCTpUpoBanus GeoServer,

- GeoServer pabotaer, pab0OTOCIIOCOOHOCTH TOITBEPKICHA.

2. ITpoBepka paborocmocodHOCTH map-api

- Tlepeiitu no cepuike: <map-api url>/map_api/actuator/health, rme «map-api urly» - ypn
CepBHCa;

- BosBparaercs oTBeT cieayroriero conepxanus: {"status”:"UP"}

- map-api paboraer, paboTOCTIOCOOHOCTH MOATBEPKICHA.

3. IIpoBepka paborocmocoOHOCTH import-api

- Tlepeittu mo ccwuike: <import-api url>/map_api/actuator/health, rae «import-api urly -
ypJI cepBHCa,;

- Bosspamaercs otBet cnenyroniero coaepxkanus: {"status":"UP"}

- import-api paboTaet, paboTOCIOCOOHOCTH MTOATBEPIK/CHA.

4. TIpoBepka pabOTOCTIOCOOHOCTH export-api

- Tlepeiitu mo ccpuike: <export-api url>/map_api/actuator/health, rme «export-api urly -
ypJI CEpPBUCA,

- Bo3ssparaercs oTBeT cienyroiero coaepskanus: {"status™:"UP"}

- export-api paboraet, pabOTOCIIOCOOHOCTH MOATBEPIKACHA.

5. [Tposepka paborocmocodorocTr admin-api

- Tlepeiitu mo cceutke: <admin-api url>/map_api/actuator/health, rme «admin-api url» -
ypJI CEpPBUCA,

- BosBparmaercst oTBet cieayromiero coaepxkanus: {"'status™:"UP"}

- admin-api paboTaet, paboOTOCIIOCOOHOCTH TIOATBEPIK/ICHA.
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- Tlepeiitu mo cewiike: <background-api url>/map_api/actuator/health, roe «background-
api url» - ypi cepBuca,;

6. [TpoBepka padorocmnocodHocTr background-api

- BosBparmaercst oTBet cieayromiero coaepxkanus: { 'status™:"UP"}

- background-api paboraet, paboTOCITIOCOOHOCTD MTOATBEPKICHA.

7. IlpoBepka padboTocmocodbnoctu Geowebcache
- Tlepeiitu mo ccouike: <geowebcache url>/geowebcache, rae «geowebcache url» - ypa
CepBHCa;
- OTkpbIBaeTCs CTpaHMIA a]MUHUCTpUpOBaHUs geowebcache;

- Geowebcache paboraer, pab0TOCTIOCOOHOCTh TIOATBEPIKICHA.

8. IIpoBepka pabotocrocobHOCTH spatial-relation-api

- Tlepeittu mo cceuake: <spatial-relation-api url>/map_api/actuator/health, rme «spatial-
relation-api url» - ypa cepuca;

- BosBparaercs oTBeT cieyrorero conepxanus: {"status”:"UP"}

- spatial-relation-api pa6oraer, paboTOCIIOCOOHOCTD OATBEPKICHA.
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5 ABapmuiiHble CHTyalliy

5.1 JleiicTBHsA B cllyyae 0TKa3a TEXHHYECKHX CPeJACTB

B ciydae oTkaza TEXHUUECKUX CPEICTB, HEOOXOIMMO He3aMeIIUTEIbHO 00paTUThCA K
CIELUAIINCTaM B TEXHUYECKYIO MOAEPKKY U HE MBITAThCSl CAMOCTOSITEIbHO MPOBOAUTE AUArHOCTUKY
WIA PEMOHT, T.K. 3TO MOXKET IOCIIY>KUTh OTKAa30M B FapaHTUHHOM 0OCITy’>KUBAaHUHM TEXHUYECKUX
CPEACTB.

5.2 JleficTBHS NPH 0TKa3e NPOrpaMMHOIo odecnevyeHust

[Tpu oTKa3e MporpaMMHOTo o0ecreueHus: PeKOMEHyeTCs He0OX0IMMO HE3aMeTUTENEHO
00paTUThbCs B TEXHUUYECKYIO OACPKKY OpraHu3alruu-pa3padoTynKa MporpaMMHOro 00ecreyeHusl.

5.3 I[eﬁCTBHﬂ B CJIyda€ HCCAHKIIMOHUPOBAHHOI'0 BMEIIATEC/ILCTBA B TAHHBIC

B cirydae O6H8py>K€HI/IH HECAaHKIIMOHHWPOBAHHOI'O BMCIIATCIILCTBA B JTAHHBIC, HCO6XOI[I/IMO
HE3aMCOJINTCIIBHO O6paTI/ITLC$I K CrIenualInucraM CJ'Iy)I(6bI 0€30IaCHOCTH.
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