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1. O0mume MOJI0KEHUA

1.1. TloaHoe HaMMeHOBaHHUe MporpamMmsbl i IBM, 0603HaueHue

[Tonnoe nammenoBanme [Iporpammer ais DBM: [lnatdhopma MCKYCCTBEHHOTO WHTEJUICKTA

«Kornutpon» — nanee nno rekcry Cucrema.

1.2. Ha3HayeHHMe CHCTEMBbI

«KOrHUTpPOH» - KOMIUJIGKCHOE NPOTPaMMHOE pELICHHE, OOBEIUHSIONEE HHCTPYMEHTHI
oOydeHUsT W pa3BepPThIBAHHUS MOJENCH HMCKYCCTBEHHOrO WHTEIUIEKTa W co3maHus MU-
nomourHukoB U MM-arentos. [Tnardpopma nognepxkubaer paboTy ¢ OONBIIMMU S3BIKOBBIMU
mozensmu (LLM) monanbHOCTH J1I000TO THUIIA: TEKCT, U300paXkeHue, ayauo, Buaeo. Pemenue
BBICTYIIA€T B POJIM CPEJIbl, 00ECIeUnBalONIeld KOMMYHHUKANNIO 1 KoopauHanuio N -arenToB

MEXTy COOOM, U cpeAcTBa HHTerpaluu ¢ BHemHUMU U T-cucremamu.

1.3. Pa3paboTumMK cUCTEMBbI

[TomHoe HanmeHoBaHue: OOIIECTBO ¢ OTPAHUYCHHOI OTBETCTBEHHOCTHIO «Dunocodus. U T».

Coxkpaiennoe HauMmeHoBaHue: OO0 «Dunocopus. U T».

1.4, Ha3nayeHue JOKYMEHTA

HaCTOSIHII/Iﬁ JOKYMCHT BXOJUT B KOMILICKT BKCHHyaTaHHOHHOﬁ JAOKYMCHTAIlMK 110
HJ'IaT(I)OpMC HCKYCCTBCHHOI'0O HMHTCJUICKTA ((KOFHI/ITPOH)) U COACPKUT IOLIAroBYHO

HUHCTPYKIUIO U1 Pa3BCPTHIBAHUA Cucremsl.



2. TpeOoBaHusl K anNapaTHOMY o0ecre4YeHuIo

HJ’ISI pa3BOopadyuBaHus KOMILICKCA H606XOI[I/IMO IIOATOTOBUTE CEPBEpPA, KOTOpBIﬁ JOJIDKCH

OTBCYATH CICAYOIIHUM XapaKTCPHUCTHUKAM:

a) Cepsep LLM
e CPU: 16 sinep;
e OneparusHas namsats (MEM): 64 I'b;
e Hakonurens (SSD): 100 I'b;
e GPU: NVIDIA A100/H100, 80 I'b.
6) baxana-cepsep
e CPU: 16 sanep;
e OmneparuBHas namsatb (MEM): 32 I'b;
e Hakonurens (SSD): 300 I'b.



3. TpebOoBaHusi K NPOrpaMMHOMY o0ecredeHn 10

HJ’ISI pasBopadyMBaHUA KOMIIJICKCA Ha CCEpBEpax HCO6XOI[I/IMO YCTAaHOBUTH CJICAYIOIIHEC

KOMIIOHEHTHI.

a) Cepsep LLM
e OC: POJIOC 8, Astra Linux 1.8 u 6osiee mo3qHue BITYCKH;

e [1O: Docker Engine, Docker compose, NVIDIA Container Toolkit, NVIDIA GPU
driver.

6) baxsna-cepsep
e OC: POJIOC 8, Astra Linux 1.8 u 6osee mo3jHue BBITYCKH

e [1O: Docker Engine, Docker compose.



4. YcranoBka 11O

Pa3BepTpiBaHME CUCTEMBI BBIIIOJIHAETCS IIYTEM HMIIOPTUPOBAaHUS OOpa30B KOHTEMHEPOB U

3aImycKka KOHTEHHEepOoB ¢ momoisio (aiina kondurypamuu docker compose.

Jyiss BBIIOJTHEHHST YCTAHOBKH HEOOXOIUM JIOCTYH K OIEpPAllMOHHONW CHUCTEME C TpaBaMu
aamuaECTpaTopa (root). HeoO0XoammMo O03HAKOMHUTCS C JOKYMEHTAaIlMed Ha HEO0OXOJMMbIe

KOMIIOHCHTSI 110 CChIJIKaM:

e https://developer.nvidia.com/cuda-downloads/
e https://docs.docker.com/engine/install/ubuntu/
e https://docs.nvidia.com/datacenter/cloud-native/container-toolkit/latest/install-guide.html

e https://catalog.ngc.nvidia.com/orgs/nvidia/containers/pytorch

[TonkmounTech K cepBepy ¢ MOMOIIBIO KOMaH bl SSh admin@cepBep.aomeH.

4.1. YcranoBka 3aBucumoro IO
OTKJIIO‘{eHI/Ie ABTOMATHYECKOIO OﬁHOBJ’IeHI/Iﬂ

OTKJ'IIO‘H/ITG aBTOO6HOBJ'ICHI/I5{ KOMaHIaMMu.
#!/bin/bash

sudo systemctl stop unattended-upgrades
sudo systemctl disable unattended-upgrades

sudo systemctl mask unattended-upgrades
Ycranoska apaiisepa NVIDIA

VYcranosure apaiisepa NVIDIA cienyronmmu KoMaH1aMH.
#!/bin/bash

wget https://developer.download.nvidia.com/compute/cuda/repos/ubuntu2204/x86_64/cuda-
keyring 1.1-1_all.deb

sudo dpkg -i cuda-keyring 1.1-1 all.deb

sudo apt update

sudo apt install -y nvidia-driver-570-server-open

sudo reboot
IIpoBephTe: nvidia-smi

YceranoBka Docker u Docker Compose

Jns ycranosku Docker u Docker Compose BBIMOIHUTE CIIEAYIOIINE KOMaH/IbI.
#!/bin/bash

sudo apt update

sudo apt install -y ca-certificates curl

sudo install -m @755 -d /etc/apt/keyrings

sudo curl -fsSL https://download.docker.com/linux/ubuntu/gpg -o /etc/apt/keyrings/doc
ker.asc

sudo chmod a+r /etc/apt/keyrings/docker.asc



echo "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.asc]
https://download.docker.com/linux/ubuntu $(. /etc/os-release && echo "${UBUNTU_CODENA
ME:-$VERSION CODENAME}") stable" | sudo tee /etc/apt/sources.list.d/docker.list > /de
v/null

sudo apt update

sudo apt install -y docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker
-compose-plugin

sudo systemctl enable docker

sudo systemctl start docker

sudo usermod -aG docker $USER

IIpoBepsbTe: docker --version && docker compose version

Yceranoska NVIDIA Container Toolkit
#!/bin/bash

curl -fsSL https://nvidia.github.io/libnvidia-container/gpgkey | sudo gpg --dearmor -
o /usr/share/keyrings/nvidia-container-toolkit-keyring.gpg

curl -s -L https://nvidia.github.io/libnvidia-container/stable/deb/nvidia-container-t
oolkit.list | sed 's#deb https://#deb [signed-by=/usr/share/keyrings/nvidia-container
-toolkit-keyring.gpg] https://#g' | sudo tee /etc/apt/sources.list.d/nvidia-container
-toolkit.list

sudo apt update

sudo apt install -y nvidia-container-toolkit

sudo nvidia-ctk runtime configure --runtime=docker

sudo systemctl restart docker
IIposepbTe: docker run --gpus all -it --rm nvcr.io/nvidia/cuda:12.3.1-base-ubuntu22.04
nvidia-smi

4.2. Pa3MmemeHue 1ucTpudOyTHBA M pa3BopaduBaHue (aiijioB

CxonupyiTe TMCTpUOYTUB Ha cepBep: scp cognitron-*.tgz admin@cepsep:/opt/cognitron-
dist.

Ha cepsepe:

#!/bin/bash

mkdir -p /opt/cognitron

tar -xzvf /opt/cognitron-dist/cognitron-config.tgz -C /opt/cognitron

tar -xzvf /opt/cognitron-dist/cognitron-vllm.tgz -C /opt/cognitron/vllm/cache

tar -xzvf /opt/cognitron-dist/cognitron-infinity.tgz -C /opt/cognitron/infinity/cache

4.3. Hmmnopt 00pa3oB KOHTeiHEPOB

O0pa3bl KOHTEMHEPOB MOCTABIISIOTCS B BUAE (haiina apxuBa container_images.tgz

Jis ummopra 00pazoB KOHTEHHEPOB BHIMOJIHUTE KOMAHTY:



#!/bin/bash

docker load -i /opt/cognitron-dist/cognitron-images.

4.4. Hacrtpoiika okpy:keHus (.env)

Otpenaktupyite Qaiin /opt/cognitron/.env

IlepedyeHb IEPEMEHHBIX OKPYKEHUS

COGNITRON_URL_HOST

COGNITRON_DB_DATABASE
COGNITRON_DB_USERNAME
COGNITRON_DB_PASSWORD
COGNITRON_OS_USERNAME

COGNITRON_OS_PASSWORD
COGNITRON_KEYCLOAK_PREF
IX
COGNITRON_KEYCLOAK_ADMI
N
COGNITRON_KEYCLOAK_ADMI
N_PASSWORD
COGNITRON_KEYCLOAK_DB_D
ATABASE
COGNITRON_KEYCLOAK_DB_U
SERNAME
COGNITRON_KEYCLOAK_DB_P
ASSWORD
COGNITRON_PGADMIN_PREFI
X
COGNITRON_PGADMIN_DEFAU
LT_EMAIL
COGNITRON_PGADMIN_DEFAU
LT_PASSWORD
COGNITRON_REDIS_PASSWOR
D
COGNITRON_VLLM_API_KEY
COGNITRON_INFINITY API_
KEY
COGNITRON_OPENSEARCH_PR
EFIX
COGNITRON_OPENSEARCH_PA
SSWORD

4.5.

cognitron.domain.local

cognitron
cognitron
**password**
cognitron
**password**

/auth

keycloak
**password**
keycloak

keycloak
**password**
/pgadmin
admin@pgadmin.com
**password**

**password**
**api_key 64 characters**

**api_key_ 64 _characters**
Josds

**password**

Ycranoska ceprupuxkaros TLS

PasmecTtute B (haiinax Ha cepBepe
3aKkphITHIN KITIOY B aiine /opt/cognitron/traefik/cert.key
Ilemouka ceprudukatoB B daiine /opt/cognitron/traefik/cert.cer

tgz

YKasatb nonHoe DNS nmsa
cepBepa, No KoTopomy byaet
OCYLLEeCTBATCA AOCTYN K CUCTEME
Nma 6asbl AaHHbIX

Mma nonb3osatens gocryna K 6ase
OAHHbIX

Maponb fAocTyna K 6ase AaHHbIX
Nma nonb3osatensa gocTyna K
OpenSearch

Maponb goctyna K OpenSearch
MpeduKc focTyna K KOHCONU
Keycloak

Nmsa agmnHuctpatopa Keycloak
Maponb agMmuHucTpaTopa Keycloak

Nms 6a3bl gaHHbIX Keycloak

Mma nonb3osaTtens focryna K 6ase
AaHHbIx Keycloak

Maponb fAocTyna K 6ase AaHHbIX
Keycloak

MpeduKc gocTyna K KOHCONM
PGadmin

NUma agmnHuctpatopa PGadmin

MNaponb agmnHMcTpaTopa
PGadmin

Maponb Redis
Kntou goctyna cepsepa VLLM
Kntou goctyna cepsepa Infibity

MpeduKc focTyna K KOHCoNU
OpenSearch

Maponb agMUHUCTPaTOPa
OpenSearch



4.6. 3anmyck M OCTAHOBKA CHCTEMbI

3amycKk M OCTaHOBKA CHUCTEMbI BBINOJHSETCS KoMaHaodM docker compose B IUPEKTOPUU

/opt/cognitron
Jnst 3anmycka CUCTEMBI BBITIOJIHUTE KOMaHY:
cd /opt/cognitron; docker compose up -d

B pesynbraTe BbIONHEHHUS KOMaHbI OyIyT CO3[JaHbl KOHTEHHEPHI B 1I€JIeBOK KOH(MUTYpAIlul U

6yz[eT 3annymeHa CuCTeéMa ¢ aBTOMaTU4YCCKHA 3aIllyCKOM IIPH 3arpys3Ke OHepaHI/IOHHOﬁ CHCTCMBI.
I[J'IH OCTAHOBKH CUCTCMbI U YAAJICHUS KOHTeﬁHepOB BBIIIOJIHUTC KOMaHAY:

cd /opt/cognitron; docker compose down

B pe3yjibTaTte CUucCTeMa 6y,HeT OCTaHOBJICHA, KOHTeﬁHCpLI 6y,HYT yYAaJieHbl, aBTOMATH4YE€CKOI'O
3aIllyCKa CUCTCMEBI IIPU 3arpy3Ke OHepaHI/IOHHOﬁ CHCTCMBbI HC 6yz[eT BBIIIOJIHATCA.

5. Hacrpoiika ayreHTHUKAUA
Ortkpoiite koHcob yrpasinerus Keycloak mo cceiike https://cognitron.domain.local/auth
(ucnionb3yiite 3HayeHus nepeMeHHbIXx COGNITRON_URL_HOST u
COGNITRON_KEYCLOAK_PREFIX)

B kauecTBe MMEHU NOJIB30BATEINS U MAPOJISl UCIIOJB3YHUTE 3HAUEHUSI U3 IEPEMEHHBIX
COGNITRON_KEYCLOAK_ADMIN u COGNITRON_KEYCLOAK_ADMIN_PASSWORD.
Co3naiite HOBBII realm B MeHro BeIOOpa realm

= (@IKEYCLO

Keycloak master realm
master

Keycloak Welcome Server info Provider info
master

Welcome to Keycloak

Create realm
Keycloak provides user federation, strong authentication, user management, fine-grained authorization, and more.

Add authentication to applications and secure services with minimum effort. No need to deal with storing users or
authenticating users.

Users Refer to documentation

Groups

‘ View guides ‘ Join community ‘ Read blog

Sessions

Events

VYcranoBure uMst HOBOro realm cognitron



= {MIKEYCLO

Keycloak Create realm
master A realm manages a set of users, credentials, roles, and groups. A user belengs to and logs into a realm. Realms are isolated from one another and can only manage and .

Resource file Drag a file here or browse to upload Browse... Clear

1

Upload a JSON file

Realm name cognitron

Enabled o on

Ilepeiinure B mynkt Clients u BeiOepuer nynkT Import client

= {#IKEYCLC

cognitron Clients
Clients are applications and services that can request authentication of a user. Learn more [

Manage | ——— -
Clients list nitial access token Client registration

Clients
Q, Search for clien > Create client Im

Client scopes

£ Refresh

Realm roles Client ID Name Type Description
Users account client_account OpenlD Connect
Groups account-console client_account-console OpenlD Connect -
. admin-cli client_admin-cli OpenlD Connect
Sessions
broker client_broker OpenlD Connect =

Events

3arpysure JSON aiin cireayromero coiepKxuMoro.
{
"clientId": "cognitron-frontend",
"name": "",
"description": "",
"rootUrl": "",
"adminUrl": "",
"baseUrl": "",
"surrogateAuthRequired": false,
"enabled": true,
"alwaysDisplayInConsole": false,
"clientAuthenticatorType": "client-secret",
"redirectUris": [
" / * n
1,
"webOrigins": [
"k
1,
"notBefore": O,
"bearerOnly": false,
"consentRequired": false,
"standardFlowEnabled": true,
"implicitFlowEnabled": false,
"directAccessGrantsEnabled": true,
"serviceAccountsEnabled": false,
"publicClient": true,
"frontchannellLogout": true,
"protocol": "openid-connect",
"attributes": {
"client.secret.creation.time": "1729624683",
"client.introspection.response.allow.jwt.claim.enabled": "false",

10



"oauth2.device.authorization.grant.enabled": "false",
"use.jwks.url": "false",
"backchannel.logout.revoke.offline.tokens": "false",
"use.refresh.tokens": "true",
"exclude.session.state.from.auth.response”": "false",
"realm client": "false",
"oidc.ciba.grant.enabled": "false",
"client.use.lightweight.access.token.enabled": "false",
"exclude.issuer.from.auth.response": "true",
"backchannel.logout.session.required": "true",
"client credentials.use refresh token": "false",
"acr.loa.map": "{}",
"require.pushed.authorization.requests": "false",
"tls.client.certificate.bound.access.tokens": "false",
"display.on.consent.screen": "false",
"token.response.type.bearer.lower-case": "false"

}y

"authenticationFlowBindingOverrides": {},

"fullScopeAllowed": true,

"nodeReRegistrationTimeout": -1,

"defaultClientScopes": [
"web-origins",
"acr",
"profile",
"roles",
"basic",
"email"

1y

"post.logout.redirect.uris": "+",

"optionalClientScopes": [

I

"address",
"phone",
"organization",
"offline access",
"microprofile-jwt"

"access": {

"view": true,
"configure": true,
"manage": true

11



= (@IKEYCLO

Clients » Import client

cognitron

Import client
Clients are applications and services that can request authentication of a user.

Manage
Clients
Resource file Drag a file here or browse to upload Browse... Clear
Client scopes 1 =1
“clientId": “cognitren-frontend”,

Realm roles

Users
“adminUrl®
“baseUrl":

Upload a JSON or XML file

Non kW

Groups

ClientID * (3 cognitron-frontend
Name @

Realm settings Description ()

Authentication

Identity providers Always displayinul @ () ©ff
Type openid-connect
Client authentication o off
@

Authorization (3

Authentication flow Standard flow & Direct access grants ®

Implicit flow @ Se

OAuth 2.0 Device Autherization Grant®

BA Grant®

Cancel

B paznesne Realms roles cosnaiite posib ¢ iMeHEM cognitron-system-admin

= @IKEYCLO

Rea

5 cles 3 Create role
cognitron

Create role
Manage

Clients . .
Role name * cognitron-system-admin

Client scopes

Dl e Description
4
Users
Groups
. Save Cancel
Sessions

Events

B pasnene Users co3naiite 1moip30Batens ¢ IPOU3BOJIBHBIM UMEHEM, YCTAHOBUTE 3HAUCHUE
Email verified

12



= @@IKEYCL

; Users » Create user
cognitron -

Create user
Manage
Clients X . N .

Required user actions Select action x -
Client scopes 6]
Realm roles [Emailveriﬁed ® o on
Users
Groups General Jump to section
Sessions

Username * administrator

General

Events

Email Emai
Configure

First name First name
Realm settings
Authentication Last name Last name
Identity providers

Groups (3 | Join Groups

User federation

Ha 3aknanke Credentials 3agaiite moap30BaTesio naposib, CHUMUTE 3HaueHue Temporary

Set password for administrator

Password * = essscssccsecens

Password confirmation * = ssessessescees

Temporary ()

Save Cancel

Ha 3aknaznke Role mapping npucBoiite moab30BaTelnto poib cognitron-system-admin, 1Jis 4ero
BBIOpaTh QUILTP podieii realms u BeIOpath poik cognitron-system-admin.

13



Assign roles to administrator

[ Y Filter by realmroles = ] Q Search by role name &3 Refresh

Name Description

cognitron-system-admin ] -

default-roles-cognitron role_default-roles
offline_access role_offline-access

| uma_authorization role_uma_authorization

quce

6. JlocTyn K cucreme

B Opayszepe nepeiiaute 1o aapecy https://cognitron.domain.local/auth (McTIONb3YyiiTe
sHayeHus nepemeroii COGNITRON _URL_HOST)

Jlnist BXOJ1a UCTIONIb3YITE YUETHBIC IaHHBIC MOJIb30BATENsI C pOJIbi0 COgnitron-system-admin,
CO3/IaHHbIC Ha Tale HACTPOUKHU ayTeHTH()UKAIINY.

7. KonrakTHas uHpopmanus

B ciydae BO3HMKHOBEHMSI BONPOCOB [0 HACTOALIEH WHCTPYKIMHU TPOCHUM OOpAaTUTHCS

K CJICAYIOIINM CIICHIUAJIUCTaM:

benoycos Oner Bukroposuu,
JIMpeKTop 1Mo UCKYCCTBEHHOMY UHTEJUIEKTY
+7 (916) 904 30 88,

obelousov@fil-it.ru

PycanoB Hukonait KoncranTnHOBHY,
CucTeMHBIN apXUTEKTOP
+7(916) 603 76 15,

nrusanov@fil-it.ru
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